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Abstract

We propose and consider a secure printing system
for the distributed printing of documents and images
over the World Wide Web. This system enables se-
cure sharing, commerce, and collaboration using im-
ages and documents. The main feature of the system
is that it allows a user authorized through an authenti-
cation mechanism to preview and print selected docu-
ments and images. The user can then print a certain
number of hardcopies, based on an agreed payment.
The security of the system resides in an aggregate of
commaunication protocols, smartcard technologies, and
cryptographic algorithms. The system prevents eaves-
dropping so that people who intercept the communica-
tion cannot generate copies of the document.

1 Introduction

Distributed computer systems such as the World
Wide Web are excellent vehicles for the timely dissem-
ination of documents and images over broad geograph-
ical areas. For example, documents and images may
be shared among multiple offices of an organization in
different cities. In this situation, the documents and
images can be stored in a central repository, where
they can be managed and updated easily. Users can
access the repository via a computer network and ob-
tain the desired hardcopies immediately. One of the
primary considerations in the successful implementa-
tion of such a system is the pervasive security measures
that protect the documents from unauthorized use.

In another possible scenario, a merchant is selling
valuable images and documents over the Internet. In
this case, not only do we need a secure way of deliv-
ering the material over the network, we also require a
secure mechanism to control the number of hardcopies
generated by a specific user. Our secure printing sys-
tem solves both problems, and can therefore be inter-
preted as a mechanism for providing a “pay-per-print”
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service.

In this paper, we consider a secure printing system
that protects the documents and images all the way
from the server to the printer, so that

e users can be identified and authenticated before
gaining access to a visibly watermarked document
for previewing and selection purposes,

e a clean document (without a visible watermark)
that is intercepted during transmission cannot be
printed by an unauthorized user or printer, and

e the authorized user can only print the number of
copies specified by the document server.

The security in our system resides in an aggregate
of a secure communication protocol, smartcard tech-
nologies [1, 2], and the computational infeasibility of
breaking a public key cryptographic system [3, 4, 5].

Secure devices have been designed in the past to
perform some of the same functions as our secure
printing system, although they all differ to some ex-
tent. Furthermore, the devices were not designed with
an emphasis on secure printing. Chen and Wang pro-
pose a system based on shared secret keys to establish
mutual authentication and secured communications
across an open network [6]. Other user authentica-
tion techniques have been proposed that require the
user (or smartcard) and the network to possess the
same secret key for encryption and decryption [7, 8].
Our scheme uses a public key encryption technique [5]
to protect the communication, so the private decryp-
tion key does not need to be known by a second party.
Finally, our approach, which applies to the transfer
and printing of documents, includes monitoring and
acknowledging the printer operation, as well as limit-
ing the number of copies printed. General communi-
cations schemes do not include such tasks.
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Figure 1: A secure printing system for sharing docu-
ments and images over the Internet, so that hardcopies
can be generated in a secure and controlled manner.
This system can also serve as a mechanism for a “pay-
per-print” service.

2 Secure Printing System

Figure 1 shows a secure printing system that allows
an authorized user to select and generate hardcopies in
a controlled manner. The number of hardcopies that
a user is permitted to generate is dependent on the
agreement between the user and the document owner.
This can be thought of as a type of “pay-per-print”
service.

We have highlighted in Figure 1 the secure algo-
rithm module inside the secure printer. The security
of the system is fundamentally based on the secrecy
of certain cryptographic keys. The required crypto-
graphic keys reside in the secure algorithm module
inside the secure printer, and cannot be accessed from
outside it.

Our secure printing system consists of the following
four major steps:

e user sign-on and verification

e document selection and payment negotiation

e document delivery and printing,

e client acknowledgment to server.
The communication steps that occur in a typical print-
ing session using our secure printing system are rep-
resented graphically in Figure 2.
2.1 User Sign-on and Verification

To accomplish a “pay-per-print” service for docu-
ments and images over the Internet, we want to design
the system so that any user can sign on to the system
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server without having to establish a pre-existing ac-
count. This can be accomplished with a smartcard
that plugs into a slot in the secure printer, together
with an authentication protocol. One reason that we
require a smartcard is that it prevents someone from
using purely software to imitate the communication
protocol of the secure printing system, thereby gaining
unlimited access to the content, as well as the ability
to generate unlimited hardcopies.

Let {D(), E()} denote the encryption and decryp-
tion functions of a public key encryption algorithm,
respectively. The printer is authenticated through the
use of a smartcard which implements a public key en-
cryption algorithm. A smartcard user A inserts the
card into a slot on the printer. Once a card is in-
serted, the printer becomes “active” and takes on the
identity of the user A. The server can verify that A is
a valid user through the validity of a public key K 4.
Once the public key K4 has been verified as a valid
smartcard key, the server proceeds to authenticate the
identity of the user.

Because the list of all public keys is available as
public information, any person B can implement a de-
vice in software, hardware, or both, to falsely claim the
identity of A. An extra authentication step is therefore
necessary. To authenticate the identity of A, the server
generates a unique session token 7', encrypts it using
the public key K4, and sends the encrypted result
U = Ek,(T) to A. The printer, taking on the identity
of A, passes U along to the smartcard. The smartcard
obtains 7' = DK;‘(U) by decrypting the message U

with the private key K :4 stored in the smartcard, and
passes T  back to the printer. The printer then sends
the decrypted message T" back to the server for veri-
fication. Since only the smartcard knows the private
key for decryption, the server verifies that the user is
indeed A if T = T'. Note that the decryption proce-
dure is performed within the smartcard, so that the
private decryption key will never need to be revealed
outside of the smartcard. This adds another level of
security to the printing system.

2.2 Document Selection and Payment
Negotiation

It is evident that a “pay-per-print” system must al-
low the user to preview the documents that are avail-
able on a server. One important feature of our system
is that the server obtains a low resolution version of
the document and adds a visible watermark [9, 10, 11]
to it before transmitting to the user for preview and
selection. The visible watermark and the small image
size distinguish this preview document from the high
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Figure 2: Communication steps in a typical secure printing session. The secure printer first identifies and
authenticates itself. The server then encrypts the document before sending it, so only the secure printer can
decrypt and print it.
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quality original, and discourage the user from simply
printing the preview document from the screen with-
out payment.

2.3 Secure Document Delivery

After user A has agreed to pay for n copies of a
specific document X, the high quality electronic doc-
ument (without a visible watermark) must be trans-
mitted to the “trusted” printer. To this end, the server
encrypts the document and the permitted number of
copies n using the public key K4, and sends the re-
sult Y = Ek, (n,X) to the printer. Even if the data
transmission is intercepted, an eavesdropper will not
be able to generate high quality copies without know-
ing the decryption key K;‘. Upon receiving Y, the
printer streams the data to the smartcard, where it is
decrypted using the private decryption key, recovering
n and X. The printer then proceeds to print n copies
of X. Since n (the number of copies) is also encrypted,
it cannot be changed. The secure printer will there-
fore only print the number of copies authorized by the
server. It is also not possible for user A to redirect
the bit stream Y to an ordinary printer and generate
hardcopies there, since the private decryption key is
known only to the smartcard.

It is well known that the computational complexity
of public key cryptographic systems is generally much
higher than secret key systems with a similar level
of security. Public key systems are therefore much
slower than secret key systems. There are methods for
improving on the speed of the system using combined
public/secret key systems. Two approaches in this
direction are described in [12].

2.4 Content Rendering

After decryption, the printer must render the docu-
ment to generate high quality hardcopies, i.e., perform
steps such as scaling, color correction and halftoning.
Since the characteristics of printers vary a great deal,
the optimum halftoning method depends on a variety
of printer parameters such as print resolution [13]. As
a result, the content provider is unlikely to send a pre-
rendered document to the printer. Furthermore, the
architectural design of printers also varies. In some
printer designs, the rendering is performed inside the
printer. In other designs, rendering is performed in a
software module in a host computer; the printer sim-
ply performs the physical task of putting dots on paper
according to the result produced by the host software.
In our secure printing system, rendering must be per-
formed inside the printer, so that the rendered data
cannot be diverted to an insecure printer.

0-8186-8821-1/98 $10.00 Copyright 1998 | EEE

The optimum rendering strategy depends on the
method by which the document was created. A typical
document can contain various combinations of text,
images and graphics. The optimum rendering algo-
rithm for each of these data types (text, images or
graphics) is usually distinct. For example, graphics
are best rendered with vivid, high saturation color,
and scattered-dot halftone [14]. Tmages, on the other
hand, should be rendered with screen-matching color,
and perhaps an adaptive type of halftoning [15, 16, 17].
If the document was generated using a word proces-
sor, for example, then the resulting file typically con-
tains information about the various types of data in
different areas of the page. One can then apply the
optimum rendering strategy accordingly. If the doc-
ument has been digitally scanned from existing hard-
copy archives, one must perform segmentation to sep-
arate out the text, image, and graphics regions. The
same data-dependent rendering methods can then be
applied.

2.5 Acknowledgment from Client to

Server

As the printing of X proceeds, the progress is mon-
itored, and an acknowledgment is sent to the server
indicating that the required printing has been per-
formed. This triggers the payment process, billing a
charge to the user.

3 Conclusion

We have proposed, constructed, and tested a secure
printing system that allows a user to generate a spec-
ified number of hardcopies for a document, upon an
agreed payment to the document owner. The secu-
rity of our system resides in an aggregate of a com-
munication protocol, smartcard technologies, and the
computational infeasibility of breaking a public key
cryptographic system. The secure printing system is
useful in many business applications. One example is
in trading valuable documents or images in which a
user accesses the document server through the World
Wide Web, and then purchases and generates hard-
copies using a secure printer.
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